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BocTouno-Cubupckuii rocyaapcTBEeHHbIM YHUBEPCUTET TEXHOJIOTUH U yIIPaBIECHUS
TexHONOrNUeCKni KOJIeIK
AmnHoTanms paboueil mporpamMmbl TPo(ecCHOHATBHOTO MOAYJIS
«Opranu3anus ceTeBoro aIMMHUCTPUPOBAHMSD)
09.02.06 CeteBoe 1 CUCTEMHOE aJIMUHUCTPUPOBAHHE

1. Kparkas xapakTepucTuKa y4eOHOH IUCUMILVINHBI, €€ MeCTO B y4eOHO-
BOCIIMTATEJILHOM IpoLecce

[IporpamMma mpodeCCHOHATBHOTO MOJYJS SIBJISETCS YacThIO MPOTPAMMBI TOJITOTOBKH
crienuanucToB cpenHero 3BeHa 1o crneruanbHocTH 09.02. 06 CereBoe M CHCTEMHOE
aJIMUHUCTPUPOBAHHUE.

[IpodeccuonanpHblii MOayib BKItouaeT B cedbs MJK 02.01. AnMuHHCTpHUpOBaHUE
ceTeBbIX omnepanuoHHbix cuctem, MJIK 02.02. Ilporpammnoe oOecriedeHHE KOMIBbIOTEPHBIX
cereit, MJIK 02.03. Opranuzauus aJIMUHUCTPUPOBAHMS KOMIIBIOTEPHBIX CHCTEM, YydeOHas
npaktuka — 108 gaco, mponsBoacTBeHHas pakTuka — 144 gac.

2. lesau ¥ 3a1a4M MOYJIsl — TPeOOBAHUS K Pe3yJIbTATaM OCBOECHHUSI MOIYJISA:
B pe3ynbrare u3ydeHus npopeccuoHaIbHOro MOAYJIS yJalluics 10JDKeH HMeTh
NPaKTHYeCKHUIi ONBIT B!
- YCTaHOBKE, HACTPOUKE U COIPOBOXKIEHUH, KOHTPOJIE NCIIOIb30BAHUS CepBepa U pabounx
CTaHUUH JUIst 6e30MacHo nepenayn nHGOpMAaIUH.
yMeThb:
- aIMUHUCTPUPOBATH JIOKAJIHHBIE BEIYUCIIUTEIBHBIEC CETH;
- IPUHUMATh MEPbI 110 YCTPAHEHUIO BO3MOXHBIX COOEB;
- oOecrieuynBaTh 3aIUTY TP TOAKIIOYECHHN K THPOPMALTMOHHO-
TEJIEKOMMYHUKalMOHHOM ceTH "HTepHeT".
3HATh:
- OCHOBHbIE HAIlpaBJICHUs a]MUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH;
- YTWINTHI, QYHKIMH, YAAJICHHOE YIIPABICHNUE CEPBEPOM;
- TEXHOJIOTHIO 0€30MacHOCTH, MPOTOKOJIOB aBTOPHU3alUU, KOH(DUACHIMAIBHOCTH 1
0€30MmacHOCTH MpU PaboTe C CETEBBIMU PECYypCaMH.

3. Bzaumoceaszo yueonoii Oucyuniunsl ¢ npeouecmayiouuMu u noca1e0yrouumu

YUEeOHbBIMU OUCUUNIUHAMU YUEOHO20 NIAHA NOO20MO6KU

[Ipodeccuonanbupiii Moaynb «OpraHusanusi CETEBOro aJAMHHHCTPUPOBAHUSA» HMEET
CBSI3b CO CIEAYIOIIMMHU MPEIIIECTBYIOUIMMU Y4eOHbIMU auciumiuHamu: «MHpopmatukay,
«uckperHass maremaTnkay, «OpraHu3anus, TPHHIUIBI MTOCTPOCHUS W (HYHKIIMOHHUPOBAHUS
KOMITBIOTEPHBIX ceTel», « OCHOBBI aITOPUTMHU3AIMH U IIPOTPAMMHUPOBAHUS» U JP.

[MpodeccnonanbHbil MOTYTh «OpraHu3aiys CETEeBOr0 aIMUHUCTPHPOBAHUS» SIBISCTCS
OPEIIECTBYIONMM ISl JTUCHUIUIMH «OKCIUTyaTalusi OOBEKTOB CETEeBOM HMHQPPACTPYKTYpBI»,
«be30macHOCTh KOMITBIOTEPHBIX ceTel». KoMmeTeHInu, moiydeHHble TpU U3Yy4eHHH Kypca,
MOHAA00STCS AJIs BBITOJHEHUS 3aJaHU MPAKTHK U NPH HATMCAHUU BBITYCKHOM pabOoTBHI.

4. Tpebosanun Kk HauaIBLHOU NOO20MOGKE (6X00HbIE 3HAHUA, YMEHUA U KOMNEMEeHYUN)

JIJIs  YCHENIHOTO OCBOCHHS 3HAHWH IO y4YEOHBIM JUCIUIUIMHAM TPOPECCHOHATBHOTO
monyns — «OpraHu3anusi CETeBOro  aJMUHHUCTPHPOBAHUS», CTYOEHT JIOJDKEH  HMETh
npeacTtaBieHrne o0 wuHMopMaTH3anuu OoOImecTBa W yIpaBiCHUS, NOHATHUH WH(OpMamuu,
npoueccax cbopa, mepemadu, oOpabOTKM M HaKOMJICHHUS HHPOpManuu. 3HATH OCHOBBI
NPOTPAMMHBIX CPENICTB peaiu3anud HHOOPMAIIMOHHBIX TEXHOJOTHHA. YMETh paboTath B
KauyeCTBE MMOJIH30BATENs IEPCOHATBHOTO KOMIIBIOTEPA.



1. IACHIOPT PABOYEM ITPOI' PAMMBbI
npogeccuoHanbHOro moayJsa IIM. 02 Opranu3anus ceTeBoro
aIMUHUCTPHUPOBAHUS

1.1 Obnacmo npumenenusn npozpammot
Pabouast mporpamma aucuumuiue siBisiercs dacteio [ITICC3 B coorBercTtBUn ¢ OI'OC
CIIO cnemmansHocT 09.02.06 «CeTteBoe u cuctemHoe anMuHucTpupoBanue» ot 09.12.2019 r.
Ne 1548.

1.2. Mecmo npogeccuonanvrnozo mooyia 6 cmpykmype 0CHOBHOU 00pA306ameibHOu
npozpammol:

[Mpodeccnonanbubiii Momyne BkIoyaer B cebs MJIK 02.01. AnMunuctpupoBanHme
ceTeBbIX omnepannoHHbIXx cuctem, MJIK 02.02. IlporpammHoe oOecredyeHrne KOMIBIOTEPHBIX
cereit, MJIK 02.03. Opranuzauus aJIMUHUCTPUPOBAHMSI KOMIIBIOTEPHBIX CHCTEM, YydeOHas
npakTuka — 108 yacoB, mpou3BOICTBEHHAs MpakTuka — 144 yac.

Kommerenmum, popmupyembie B pe3yaIbTaTe OCBOCHHS COJIEPKaHuUs TPO(HECCHOHATLHOTO
Moy «OpraHu3zaius CeTeBOro aIMUHUCTPUPOBAHUSY HEOOXOTUMBI JJIsl YCIIEIIHOTO U3Y4eHUs
TaKHUX JUCIUILINH Y4eOHOTO TUIaHa, KakK: «KCIUTyaTalus 00bEKTOB CETEBON MHPPACTPYKTYPHI»,
«be3onacHoCTh KOMIIBIOTEPHBIX CETEN», a Tak ke s Hanucanus BKP.

1.3. Ienu usyuenus u naanupyemvie pe3yibmamsl 0C60€HUA NPOPECCUOHATLHOZ0
Mmooyna:
3HATh:
- OCHOBHbIE HAIlpaBJICHUs a]MUHUCTPHUPOBAHUS KOMIIBIOTEPHBIX CETEH;
- YTWJINTHI, QYHKIMH, YIAJICHHOE YIPABICHNUE CEPBEPOM;
- TEXHOJIOTHIO 0€30MacHOCTH, POTOKOJIOB aBTOPHU3alUU, KOH(DUACHIMAIBHOCTH U
0€30MacHOCTH NP paboTe C CETEBBIMU peCypcamu.
yMeThb:
- aJIMMHUCTPUPOBATH JIOKAJIbHBIE BHIYUCIUTENbHBIE CETH;
- IPUHUMATh MEPHI 110 YCTPAHEHUIO BO3MOXKHBIX COOEB;
- oOecrieuynBaTh 3alUTY MPU MOAKIIOUYCHUH K HUHPOPMALIMOHHO-
TeJIeKOMMYHUKallMOHHOM ceTH "MHTepHeT".
UMeTh NMPAKTHYECKHUI ONbIT:
- YCTaHOBKE, HACTPOUKE U COIPOBOXKIEHUH, KOHTPOJIE HCIIOIb30BAHUS CepBepa U pabounx
CTaHIMM 1 6e30macHOi nepenadu nHGoOpMaluu.

B pesynbrare ocBoeHHs AMCHMIUIUHBI y oOy4aroummxcs (GopMHpYIOTCS CleAyIoue
npodeccCHoHAbHBIE KOMIIETEHITNH

Kon IIpodeccnonaibHbIE KOMIIETEHIUH
K 2.1 AJIMUHHUCTPUPOBATH JIOKAJIbHBIE BEIUUCIUTENBbHBIE CETH U IPUHUMATh MEPHI I10
o YCTPaHEHUIO BO3MOXKHBIX COOEB.

11K 2.2 AJIMUHUCTPUPOBATH CETEBBIE PECYPCHl B HHPOPMAIIMOHHBIX CUCTEMaX.
ObecneunBaTh COOp JaHHBIX IS aHAJIM3a UCTIOIB30BAHUS U

IIK 2.3. (GYHKIIMOHUPOBAHUSI MPOrPAMMHO-TEXHUYECKUX CPEJICTB KOMIIBIOTEPHBIX
CETEM.
B3anmMoneiicTBOBaTh CO CIEUAIMCTAMU CMEKHOT0 IPOHIIs pU pazpaboTke

IIK 2.4. METOIOB, CPE/ICTB M TEXHOJIOTU PUMEHEHUST 00BbEKTOB NMPO(HECCHOHAIBHON
JEsITeIbHOCTH.

OcBoeHne AMCUUIUIMHBI HAMpaBIeHO Ha (QOPMHPOBAHWE U pa3BUTHE OOIIMX
KOMIIETCHIINH:



OK 01. Beibupats criocoObI pemieHus 3a1a4 NpoPecCHOHAIBHON NeATEIbHOCTH,
MIPUMEHHUTEIBHO K PA3JIMYHBIM KOHTEKCTaM.

OIT 02.0Ocy1iecTBAATh TOUCK, aHAIN3 U UHTEPIPETAUI0 HHPOPMAITIH, HEOOXOIUMOM IS
BBITIOJTHEHUS 33124 MPOGECCHOHATBHON JAESITEIILHOCTH.

OK 03. [TmanupoBaTh U PeaNU30BbIBATH COOCTBEHHOE MPOPECCUOHATBFHOE U TMYHOCTHOE
pa3BHTHE.

OK 04. PaboTatb B KOJIJICKTHBE U KOMaH/Ie, YPPEKTHBHO B3aUMOICHCTBOBATH C
KOJUIET'aMH, PYKOBOJICTBOM, KIIHEHTaMHU.

OK 05. OcyuiecTBiATh yCTHYIO M IMCbMEHHYK0 KOMMYHHUKAIIMIO Ha FOCY1apCTBEHHOM
S3BIKE C YI€TOM OCOOCHHOCTEH COIMAIBHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 06. IIposBisTh rpa’kaHCKO-NIaTPUOTUUECKYIO MTO3ULINIO, JEMOHCTPUPOBATH
OCO3HaHHOE MOBE/IEHNE HAa OCHOBE 00I11€4eI0BEYECKHX [IECHHOCTEH.

OK 07. ConelicTBOBaTh COXPAHEHUIO OKPYXKAIOIIEH Cpeibl, pECYpCOCOEPEKEHUIO,
3 QEeKTUBHO IEHCTBOBATH B YPE3BBIYAWHBIX CUTYALIUSX.

OK 08. Mcnonb3oBaTh cpeacTBa (pU3NUECKON KyJIbTYpbI 111 COXPAHEHUS U YKPETIJICHUS
3JI0POBBS B IIpo1iecce Npo(ecCHOHAIbHON AEATENBHOCTH U MO IEPKaHUE HEOOXOJMOTO
yYpOBHsI (pU3HUECKON OATOTOBICHHOCTH.

OK 09. Hcnonbs3oBaTh HHPOPMAIIMOHHBIE TEXHOJIOTHH B MPOPECCHOHAIBHOMN
JIESITEJIbHOCTH.

OK 10. [Tonmp30BaTbest TpodecCHOHATBHON TOKyMEHTANEH Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3BIKE.

OK.11. IlnanupoBaTh IpeaIpPUHUMATEIBCKYIO NEATEIbHOCT B IpodeccruoHaibHon chepe




2. CTPYKTYPA U COAEP KAHUE TPO®ECCUOHAJIBHOI'O

2.1. Pacnpeodenenue yueonozo epemenu

MOJIYJIS

Pacnipenenenre yueOHOTO BPEMEHH BBITIOJIHEHO B BHjE BhIMUCKU u3 YII. B tabmume 1
Ipe/CTaBiICHa WHPOpPMAIMS M0 KaXAOH
TPYJOEMKOCTH OOyuYeHHUsl B 4acax II0 CEMEeCTpaM, BUJOB U 00beMOB yueOHOW paboThl B yacax
(mexuuu (JI)), npakruueckue 3aastust (IIp), o pacnpenenenuu dopm CPC — camoctosTenbHON
paboThl cTyaeHTOB, pacueTHO-Tpaduueckue pabotel (PI'P), xonTpomsubie (KP) u npyrue
paboThl), a Takke popM [TA — MPOMEKYTOUHOH aTTECTAMU CTYACHTOB IO TUCIUTUTHHE(IK3aMEH
(), nuddepenupoBannsiii 3auet (/3), 3auet (3), npyrue GopMbl KOHTPOIISA):

Tabnuna 1 — Pacripenenenue yueOHOro BpeMeHU AUCIUTIITNHBI

dbopMe o0OydeHHS O pachpeneieHun OoOIei

:< HaumenoBanue Cemectp PACIIPEAEJIEHUE
= paznenos [ IM U €T0 Maxcum B ToMm uncie ®opM Dopm
2 NPOJOIDKY | MBHAA | Ha aynuropHble | Ha KP Texarr CPC| TIA -
%‘ TenbHOCTH | BATPY3™ | sapgrus (vac) | CPC | (wac)| ect, arTecTa
~ (mem.) Ka (42¢) [Beero B Tom (uac) KoHe us
% (Wac) | gpcpe
=l JU | Hp
(uac) | (gac)
Ou- | MJIK 02.01. 5 cemectp
Hast | AJIMUHHUCTPHPOBAH 18 nen
HE CETEBBIX 6 cemectp 211 149 | 66 | 83 62 g;; ﬁg
OICpallMOHHBIX 16 nen
CHCTEM
M/IK 02.02. 5 cemectp
I[TporpamMmHOE 16 Hex
obecrnieueHune 119 85 | 34 | 34 34 17 A3
KOMITBIOTEPHBIX 6 cemectp A3
cereit 18 nex
MJIK 02.03. 6 cemectp
Opranuzanus 16 nexn 18/ 3
IMHHUCTPUPOBAH |~ 272 | 204 | 102 | 102 | 49
ceMecTp 1 2
Ul KOMITBIOTEPHBIX 17 nex
CHCTEM
VY4eOHast IpakTHKa 108 a3
[IpowsBoacTBeHHAS 144 13
MPAKTHKA
Hroro 866 | 438|202 | 219 | 145 | 17 | 181




Tab6mwmia 2.

2.2. Temamuueckuii niaun u cooepiyicanue y4eoHou OuCyuUnIuHsl

HaumeHoBaHue pa3jie/ioB
U TeM
Coaep:xanue yueOHOro MaTepuaJa, .
npogeccuoHaIbLHOI0 O0bém B
Moayas (IIM), JadopaTopHbie padoThl U NPAKTHYECKHE 3aHATHS, CAMOCTOSITe/IbHAs ydyeOHas1 padoTa wacax
00y4yaIuXxcs, KypcoBasi padota (IpoeKT) (eciu npedycmompeHvl)
MEKIUCHUTITHHAPHBIX
kypcoB (M/IK)
1 2 3
Pazgen 1. ATMMHHCTPHPOBAHHE CEeTEBBIX ONEPALMOHHBIX CHCTEM
MJK.02.01. ATMUHHCTPHPOBaHHE CEeTEBbIX ONIEPAIMOHHBIX CHCTEM 149
Tema 1.1 YcranoBka u Cooepircanue 50
HacTpoiika Windows 1 Pa3zBeprbpiBanue u ynpasjenne Windows Server 2012 R2
Server 2012 R2 0630p Windows Server 2012R2. Ycranoka Windows Server 2012R2. Hactpoiika Windows
Server 2012R2 mocne ycranoBku. O630p 3amau mo ympasieHuto Windows Server 2012R2.
Beenenue 8 Windows PowerShell
2 BBenenue B 1omenHble cepBuchl Ciyx0b1 Katanora
Brenenue 8 AD DS. O630p dbyHKIIMIT KOHTpOJUIEpa TOMEHa. Y CTAaHOBKA KOHTPOJUIepa JOMEHA
3 Yupasiaenue o0bekTamu J0MeHHbIX cayx0 Ciyx0b1 KaTanora
VYipasineHue y4eTHBIMH 3allACAMM IIOJIb30BATENICH. YTPABJICHHWE Tpynmnamu. YIpaBiIeHUE
YUYETHBIMHU 3aIIUCSIMH KOMIIBIOTEPOB. JlesiernpoBanue aMIUHUCTPATUBHBIX 3324
4 ABTOMaTH3auus aAMUHUCTPUPOBAHMS JO0MeHHBbIX cyx0 Ciayxobl KaTanora
Hcnonp3oBaHne cpeAcTB KOMAaHIHOM CTpPOKM Uil aaMuHMCTpupoBanus AD  DS.
UcnonwszoBanne Windows PowerShell mns agmunuctpupoBanuss AD DS. [IpousBenenue
MHOKECTBEHHBIX oneparuii ¢ ucrnosus3oBanueM Windows PowerShell.
5 IIpumenenne nporoxona DHCP
VYcranoBka poaun DHCP cepsep. Hactpoiika DHCP o6nacreif. Ympasnenue 0a30il JaHHBIX
DHCP. 3ammra u monuropuar DHCP
6 IIpumenenne DNS
ITpornecc paspemenus umen B Windows. YcranoBka cepsepa DNS. Yopasnenue 3onamu DNS
7 IIpumeHeHne TOKATBHOI0 XPAaHUJIMIIA JAHHBIX
O0630p MeTO/JOB XpaHEHMs JaHHBIX. YIpaBleHHWe JucKaMu M ToMaMu. Mcrmonb3oBaHue




IIPOCTPAHCTB XPaHEHUS
8 IIpumenenue Gpaia0BoOM CIyKObI U CJIY:KObI EeYATH
3ammra ¢aitioB ¥ mamok. 3amuTa ManoK CpeACTBaMU TEHEBOro KomupoBaHus. Hactpoiika
Pabounx manok. Hactpoiika ceTeBoii meyaTu
9 IIpumeHeHue rpynnoBoil MOJTUTHKHA
O630p rpynmnoBoii  momuTuku. OOpaboTKa  TPYNIOBBIX  MHOJIUTUK.  [IpuMeHeHue
LEHTPAJIM30BAaHHOT'0 XPaHWINIIA A IMUHUCTPATUBHBIX 1a0JIOHOB
10 | 3ammTa cepBepoB Windows npuMeHeHreM 00bEKTOB I'PYNTIOBOii MOJUTHKHA
O630p OesomacHocTH  omeparMoHHBIX cuctreM  Windows. Hactpoiika mapameTpoB
oe3omacHoctr. Orpannyenune mnpukiaagaoro I10. Hactpoiika Opangmayspa Windows ¢
pacipeHHoN 6€301aCHOCTBIO
11 | Ipumenenune cepBepHoii BupTYaau3anuu ¢ Hyper-V
O0630p TexHosoruil Buptyanuzauuu. IlpumenenueHyper-V. VmpasneHue XpaHUIUILEM
BUPTYaJIbHBIX MAllIMH. YTIpaBJI€HUE BUPTYaIbHBIMU CETSIMU
Tema Cooeporcanue 50
1.2AapmMmuHucrpupoBanue | 1 Hactpoiika n ycrpanenue Henmos1agok ciay:k0b1 DNS
Windows Server 2012 R2 Hacrpoiika cepsepnoii poiiu DNS. Hactpoiika 301 DNS. Hactpoiika nepenaun 30561 DNS.
VYupasinenue ciyx00ii DNS u ycrpanenue Henonajgok
2 IHopnep:xka nomeHHbIx cayx0 Ciayx0b1 Katanora
0630p AD DS. Mcnonb3oBaHue BUPTYaJIU3UPOBAHHBIX KOHTPOJUIEPOB JoMeHa. [IpumeHenune
KOHTPOJIIEPOB IOMeHa ¢ JocTyrnoM Toibko Ha yrenue (RODC). AamunuctpupoBanue AD DS.
VYnpasnenue 6a30it ganapix AD DS
3 YnpasiieHue M0Jb30BATEJIbCKHMH U C1YKeOHBIMH y4eTHBIMH 3aNMCAMH
Hactpoiika [Tonutuku naponeii u [lonutuku 6;10kupoBKH yueTHO 3anucu. Hactpoiika
VYnpasisieMoil ciy:xeOHON y4eTHOM 3arucu
4 Buenpenue ungpacrpykrypsl I'pynnoBbix NoJIMTHK
O0630p I'pynmnoBoil monuTuku. BHeapenue u aaMHHHMCTpUpOBaHUE [PYNNOBBIX MOJIUTHUK.
OOnactp JAEHCTBUS W TMOPAIOK 00pa®OoTkM ['pynmoBBIX MHOJUTHUK. YCTpaHEHHE HEMOJIaJ0K
npruMeHeHUs! [ pynnoBbIX MOJIUTHK
5 YnpasiieHue 1noJb30BaTeJIbCKIM pado4nM CT0JIOM Yepe3 ['pynnoByio nNoJIuTHKY
[Ipumenenne AJIMHHHCTPAaTHBHBIX Ia0NoHOB. HacTpoiika mnpuMeHEeHUs CKpUIITOB H
nepeHamnpasiacHus nanok. Hacrtpolika mpenanodreHuii B I'pynioBol IOJMUTHUKE. YTIPaBICHUE
MIPOrpaMMHBIM obecrieyeHueM uepes I'pymnnoByo NOJIUTUKY




YcranoBka, HaCTpPoliKa U ycTpaHeHHe Heno1agok posn Cepsep CeTeBoii OJIMTHKH.
VYcranoBka u Hactpoiika ponau Cepeep CereBoil nmoautuku. HacTpoiika KJIMEHTOB U CEpBEPOB
RADIUS. Mertoasl npoBepkd MNOMAJIMHHOCTH cepBepa CeTeBol MNOIUTHUKUM. MOHMTOPUHT H
ycTpaneHue Henosaaok poiu CepBep CeTeBoM MOJUTUKU

7 IIpumeHeHne 3a1UTHI JOCTYNA K CETH
0630p 3amuTsl goctyna k cetr (NAP). O630p nporiecca MpuMEHEHHsI 3alTUThI JOCTYyNa K CETH.
Hactpoiixa NAP. Hactpoiika npumenenuss NAP uyepe3 mnpunynutensHsle [PSec
B3aUMOJICUCTBUSI. MOHUTOPHUHT M yCTpaHeHHe Henonagok NAP

8 Hcnonb3oBanue yaajaeHHOr0 J0CTYNA
O030p TeXHOJOTHM YHaJNECHHOTO JocTyna. BHeapenune texHonorun DirectAccess ¢ MOMOIIBIO
MacTepa HaudaJbHOW HAcTpoiiku. BHelnpeHue u yrmpaBiieHHWE pacIIMpPEeHHOW MHEGPACTPYKTYpOn
DirectAccess. Buenpenne VPN. Buenpenue Web Application Proxy

9 Onrumuszanus paiI0BbIX CEPBUCOB
O630p aucnerdepa pecypcoB aitmoBoro cepepa — FSRM. UcnonwszoBanue FSRM mns
yIpaBiIeHUs KBOTaMH, (alIOBbIM SKpAaHUPOBAHMEM W OTYETaMHU [0 HCIOJIB30BAHUIO
xpanwuina. [Ipumenenune kiaccudukanuu (HaiioB U 3aaad 1mo ynpasieHuto daitmamu. O630p
pacnpenenennoit Qaitnosoii cuctembl DFS. Hactpoiika mmeHoBanHoro mnpoctpanctBa DFS.
Hacrpoiika n ycrpanenue Henonaaok perukanuu DFS

10 | Hacrpoiika mmdpoBanusi 1 paclImpeHHOT0 ayANTa
[udposanue auckos ¢ ucnonb3oBanueM BitLocker. [lludpoanue daitnos ¢ ucnonpzoBaHuem
EFS. Hactpolika paclIMpeHHOro ayauTa.

11 | Pa3BepThIBaHMe U NMOJAEPKKA CEPBEPHBIX 00pPa3oB
O630p cmyxObl  pa3BepThiBaHus Windows. VYmopasnenue obpaszamu. [Ipumenenue
pa3BepTHIBAHUS C IIOMOIIBIO CITYKObI pa3BepThiBaHugd Windows. AIMUHUCTPUPOBAHUE CITYKOBI
pa3BepThiBaHus Windows.

12 | BHenpeHue ynpaBJieHHsI 00HOBJIEHUSIMH
0630p WSUS. PazsepteiBanue o6HoBiIeHu# nocpenctsom WSUS

13 | Mouutopunr Windows Server 2012

CpencrBa moHuTopuHra. HMcnonb3oBanue MoHUTOpa HPOU3BOAUTENBHOCTH. MOHUTOPHHT
KYPHAJIOB COOBITH.

B mom uucne npakmuueckux 3auamuil u 1a60pamopruvix paoom

1

Hactpoiika 1 ycTpaHeHHe HenmoIagokK cay:k0b1 DNS

2

Ioanep:xka ADDS

56




3 YnpaBJ/ieHHe 10J1b30BATEIbCKMMH U CJIY:KeOHbIMH Y4€THBIMH 3aNIMCAMU
4 Baenpenue nnppacTpykrypsl I'pynnoBbix noJmMTuxk
5 YnpasjieHue noJib30BaTeJIbCKUM Pad04uM CTOJI0M Yepe3 ' pynnoByo NoJUTHKY
6 YcranoBka u HacTpoiika poju Cepsep CeTeBoiil NOJIUTHKH
7 IIpumeHeHNe 3a1UTHI JOCTYNA K CETH
8 Buenpenue Texnosioruu DirectAccess ¢ moMoOLIbI0 MacTepa HA4aJbHOH HACTPOIKH
9 PasBeprbiBanne pacuimpeHHoil uHgpacTtpykrypsl DirectAccess
10 | Buegpenue VPN
11 | Bueapenue Web Application Proxy
12 | Hactpoiika KBoT u ¢aiisioBoro sxpanupoanusi B FSRM
13 | Ilpumenenue DFS
14 | Hactpoiika mm@poBanus U paclIMPEHHOr0 ayIuTa
15 | Hcnoan3oBanue ciay:k0b1 pa3BepToiBanusa Windows 1iisi pa3zBeproiBanuss WindowsServer
2012
16 | BHenpeHue ynpaBJieHHsI 00HOBJIEHUSIMH
17 | Mouutopunr WindowsServer 2012
Tema 1.3. OcHoBbl Linux. | Codeparcanue 49
1 | BBenenne
Benenue B qucuumnuny. 3uakoMctBo ¢ VM Ware vSphere.
2 | daiiaosbie cuctembl OC Linux
@aiinoseie cucreMbl OC Linux. Co31anue U pa3MeTKa )KeCTKOTo JTUCKa
3 | IoaroroBka cepsepa OC Linux
Bapuantsl ycraHoBku. PesepBHoe kommpoBanue. Co3naHue CHHUMKOB. Pa3zMeTka >KeCTKOro
JIMICKA.
4 | Hactpoiika web-cepBepoB B OC Linux
[Iporokosn HTTP. Beb6-cepep Nginx. O6paTtHoe npokcupoBaHue B Nginx.
5 | Hacrpoiika cepsepa DNS B OC Linux
[Ipotokosm DNS
6 | Hacrpoiika cepepa DHCP B OC Linux
IIporokos DHCP
7 | Hacrpoiika gaiinioBbix cepsepoB B OC Linux
ITporokon FTP. ®aiinosas cucrema NFS. daiinoslii cepBep Samba.




Hactpoiika cepsepos B/l B OC Linux
CYBA MySQL. CYBJI MongoDB

9 | Konreiinepol Docker
Konreitnepsr Docker.CriocoOb1 cBsi3u koHTelHEpoB Docker.
10 | IlpoekTHpOBaHUE

[IpoextupoBanue. Bpenenwe. Anamu3 TpeOoBanuil. Peanmuzamus cucrembl. CocTaBiieHue
JOKYMEHTaIUH

Pa3nea 2.11porpammuoe
ol0ecreyenue
KOMIILIOTEPHbIX CeTeH

MJK.02.02. IIporpammHoe o0ecnieyeHne KOMIbIOTEPHBIX ceTeil 85
Tema 2.1. Peanuzanusi Cooepitcanue 34
KJIMEHTCKOMN 1 Ouenka u onpeneseHre NapaMeTpoB pa3BepThiBaHus KiaueHTCKuXx OC

HH(}PACTPYKTYPHI 0O030p KU3HESHHOTO ITUKJIa KIIMEHTCKUX KOMIIBIOTEPOB npeanpustus. OneHka 000pynoBaHus U

TOTOBHOCTU UH(PACTPYKTYPHI K pa3zBepThiBaHUI0 KiueHTckux OC. O630p MeTo0B
pa3BepThiBaHus KineHTCKUX OC B cpeie opranuzanuu. TexHOIOruy JIMLIEH3MOHHON aKTUBALUU
JUIs KJIMEHTCKUX KOMITbIOTEPOB B Opranu3anuy. InanupoBanue crpateruy pa3BepThIBaHUS
kimuenTckux OC. Coop mannabix 00 nHpacTpykrype. Peanuszanus pemenns TUeH3n0HHON
aKTUBAlUU

2 InaHupoBaHue cTpaTerny ynpasJieHHs: 00pa3amMu
00630p popmaTo oOpaza Windows. OG30p cpeacTs ynpasieHus oopazamu (Image
Management). OuieHka Ou3Hec-TpeOOBaHMM ISl MOAJIEP’KKH CTPaTETuH yIpaBleHHs o0pa3aMu.
3 Peanmn3anus 6e30MacHOCTH KJINEHTCKHX CHCTEM

Peanu3zanus 1ieHTpann30BaHHOTO penleHus no o6e3onacHoctu kaueHTckux OC. [InanupoBanue
u peannzanus BitLocker. [InanupoBanue u peanuzanus mugppoBanus ¢ nomoursio EFS.
Hactpoiika 6e3onacHoctu knueHTckux OC ¢ moMoipto rpynnoBoi nonutuku. Hactpoiika
mmdpoBanus aucka ¢ nomobio BitLocker. Peanuzanus pemenus eHTpaan30BaHHOTO
ynpasnenust EFS. Peanuzanus pemenus 1y BoccraHoBieHus (aitnios, 3amunieHHbIX EFS.




3axBart u ynpasjeHnue oopazamu kianeHTckux OC

0630p Windows ADK. Ynpasnenue cpenoit npenxycranoku Windows (Windows PE).
Co3nanue ucxogHoro oopasza ¢ nomompo Windows SIM u Sysprep. 3axBat U 00CTyKUBaHHUIO
3TaJIOHHOTO 00pa3a. Hactpoiika u ynpasienue ciyx00i pazsepteiBanus Windows (Windows
Deployment Services). Hactpoiika Windows PE. YcTaHnoBka 3TaloHHOT0 KOMIIbIOTEPA C
nomoIneto (aiia orBetoB. OOpabOTKa ATAJIOHHOTO KOMITBEIOTEPA C TIOMOIIBIO Sysprep.
Cosznanue daiina orBeToB ¢ momomiso Windows SIM. YcTaHOBKa 3TAIOHHOTO KOMITBIOTEPA C
noMoltipio (aitna orBeToB. OOpabOTKa ITATOHHOTO KOMITBIOTEPA C MOMOIIBIO Sysprep. Services
[Tnanuposanue cpenst WindowsDeploymentServices. YcranoBka u HACTpOWKa CEpBEPHOI poin
WDS. 3axBat 3tasmonHoro oopasa ¢ nomomisto WDS. Pa3eepreiBanne obpasa ¢ momoripio WDS

IlnanupoBaHue U peajM3anus MUTPALUH M0J1b30BATEIbCKON CPeabl

O0630p cr1ocoO0B MUrpaLUH 110JIb30BATENBCKON cpebl. [ImanupoBanue Murpanuu
I10JIb30BaTEIbCKOM cpenbl ¢ nomolpio USMT. Murpauus cocTosiHus I0Jb30BaTeNs C
nomouipro USMT. IInannpoBanue Murpanyu mojib30Bareiabckoil cpensl. Co3nanue u
Hactpoiika XML-daitnos USMT. COop naHHBIX U BOCCTAHOBJICHUS POQHIIS TIOIH30BATEINS C
noMonipbio USMT. BelinioHEHHEe MUTPALIMK C CO3JTAHUEM KECTKUX CChLIOK

IliianupoBanue u paspeprhiBanue KianeHTckux OC ¢ momousio Microsoft Deployment
Toolkit

[Tnanuposanue cpens Lite Touch Installation. Peanuzamust MDT 2012 most Lite Touch
Installation. MaTerpamust ciyx6 passepteiBanust Windows ¢ MDT. IlnanupoBanue cpensi Lite
Touch Installation. YcranoBka MDT 2012 u HeoOxouMbIX KoMIoHeHTOB. Co3/1aHne U
Hactpoiika MDT 2012 Deployment Share. Pa3BepTriBanue u 3axsat o0pasa stanonHoit OC.
Hurerparuss WDS ¢ MDT 2012 nyst oGecrieuenust Bo3aMokHocTel 3arpy3ku PXE.

InanupoBanue u pa3peprbiBanue kjauenTckux OC ¢ nomompio System Center
Configuration Manager 2012

[Mnanuposanuecpeast Zero Touch Installation. IToaroroska caiita mis pazseproiBanus OC.
ITocTpoenue sTamoHHOro 00pa3a Ha OCHOBE NocieoBaTenbHOCTH 3a7au Configuration
Manager. Mcnions3oBanue nocnenoBarenbHocT 3a0a4 MDT 115 pa3BepThIBaHUS KIIMEHTCKUX
o0pa3oB. [InannpoBanue HHGPACTPYKTYpHI pa3BepTHIBAHUS ONEPAIIIOHHON CHCTEMBI.
[ToaroroBka cpenpl Zero Touch Installation. HacTpoiika nakeToB pa3BepThIBaHUS 1 00pa30oB
cucremsl. [loaroroBka cpensr ZeroTouchlInstallation




IlnanupoBanue u peaausanus ciayx0 ynaiaenHoro nocryna (Remote Desktop Services)
00630p cyx0b1 ynageHHoro padodero croja. [lmanupoBanue cpeast Remote Desktop Services.
Hacrpoiika pa3BepTbhiBaHusl HHPPaCTPYKTYphl BUPTYyalbHBIX pabounx crojoB. Hactpoiika
JIOCTYIIa K KJIMEHTaM Ha OCHOBe ceaHcoB (Session-Based Desktop). Pacmmpenue cpenbr Remote
Desktop Services B Unreprer. [TnanupoBanue cpenbl Remote Desktop Services. Hactpoiika
crieHapust UHPPACTPYKTYPhl BUPTYaIbHBIX pabo4rx cTosioB. HacTpoiika crieHapust JocTyma Ha
ocHoBe ceaHcoB. [IpoextupoBanue nonutuk 1ui0308 RDS. HacTpoiika numo3o8 RDS

YnpasieHue BUPTyaJau3anue mojb30BaTe1bCKOr0 COCTOSIHUSA 1JIsl KiaueHTckux OC
OpraHu3anuu

O0630p BupTyanuzanuu npoduis moyk3oBareis. [ImaHupoBaHue BUPTyaIU3auy mpoduIis
nosib3oBarens. Hactpolika nepemeniaeMplx npoguiiel, nepeHanpasieHus NanoK 1 aBTOHOMHBIX
(offline) ¢aiinos. Peanuzanus BupTyanu3anuu padoTsl moib3oBatens or Microsoft (Microsoft
User Experience Virtualization). [TmanupoBanue BUpTyaqu3anuu npoQuiIs NoIb30BaTEINs.
Peanmzanus BupTyanu3anuu npoQuiis moab30BaTels.
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IInanupoBaHue n peaju3anus HHPPacTPYKTYPbl 00HOBJIEHUI 115 MOAAEPKKH
kianeHTckux OC opranuszanum

[InanupoBaHue HHPPACTPYKTYPbl OOHOBJIEHUH JUIsl OpraHu3anuu. Peanusanus noanepxku
00HOBIIEHHI TIpOrpaMMHOTo obecnieueHust ¢ momomnsio Configuration Manager 2012.
VYnpaiieHne 0OHOBJICHUSMU JJI BUPTYaJIbHBIX MalIMH 1 00pa3oB. Mcnons3zoBanue Windows
Intune nns ynpasieHust OOHOBJIEHUE MPpOorpaMMHOro obecredyenus. [Inanupoanue
nHppacTpykTypsl 0OHOBIEeHUs. Peanu3anus oOHOBIEHUH TPOrPaMMHOT0O O0ECTIEUEHUS C
nomoineto Configuration Manager 2012. Peanu3anust oOHOBIEHHH TPOrpaMMHOTO
oOecnieueHus g OMOJNOTEK BUPTYAJIbHBIX MAIIKH.

11

3amuTa KOMIbIOTEPOB NMPENPUATHS OT BPEIOHOCHBIX IPOTPAMM M NOTEPb JAHHBIX
0630p System Center 2012 Endpoint Protection. Hactpotika Endpoint Protection Client
Settings u mouutopunra cocrosuus. Mcnoaszosanue Windows Intune Endpoint Protection.
Bamuta karentckux OC ¢ momonrsio System Center 2012 Data Protection Manager.
Hacrpoiika u pa3septsiBanue nmonutuk EndpointProtection. Hactpoiika mapamMeTpoB KiMeHTa
s nogaepkku Endpoint Protection. MOHUTOPHHT 3alIUThl KOHEUHBIX To4Yek. HacTpoiika u
MIPOBEPKA 3alUTHI JAHHBIX KJIMEHTa
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MoOHHNTOPHHT NPOU3BOAUTEIBHOCTH H PAa00TOCIIOCOOHOCTH HH(PPACTPYKTYPbI KIHMEHTCKUX
ocC

[Tpon3BoAUTENBEHOCT B PAOOTOCTIOCOOHOCTh HHPPACTPYKTYPHI KineHTCKuX OC. MOHUTOpUHT
UHPACTPYKTYpbI BUPTYanbHbIX KIMeHTOB. HacTpoiika Operations Manager a1 MOHUTOPHHTIA
BUPTYaJIbHBIX CPEJ.

B mom yucne npakmuyeckux 3auamuil u 1a00pamopHslx pabom

1 OrneHka u orpeieJIeHre apaMeTpoB pa3BepPThIBAHUS

2 [TmanupoBaHue CTpaTeruu ynpasJieHUs o0pa3aMu

3 Hactpoiika 6e30macHOCTH KIIMEHTCKUX CHCTEM

4 Hacrpoiika mudpoanus ¢aitios ¢ momompo EFS

5 IToaroroBka o6pasa u cpeabl mpeaycraHoBku Ycranoska Windows ADK

6 Cosznanue 3taoHHOro oopasa ¢ nomornbio Windows SIM u Sysprep Co3nanue daiina oTBeTOB
¢ nomoisio Windows SIM

7 Coznanue u 00cIy)KUBaHUE STAJJOHHOTO 00pasa

8 Hacrpoiika u ynpasnenue Windows Deployment Services [Tnanuposanue cpenst Windows
Deployment Services

9 [TmanupoBaHye 1 pean3alusi MUTPAIIUH M0JIb30BATEIBCKON CPEIb 34

10 | Murpauusi cCOCTOSIHUS TOJIB30BATENS C CO3JAHUEM KECTKUX CCHUIOK

11 | IlnanupoBanue u pazsepreiBanue kineHTCKuXx OC ¢ nomonsio MDT

12 | IloxroToBKa cpe/bl AJIsl pa3BepPThIBAHMsI ONEPAllMOHHON CHCTEMBbI

13 | Ucnons3oBanne MDT u Configuration Manager s moarorosku Zero-Touch Installation

14 | [nanupoBanue u peanuzanus nHGpacTpykTypsl Remote Desktop Services

15 | Pacmmpenue nocryna k MaTepHet aiis uH@pactpykrypsl RDS

16 | Pa3zBepTrIBaHME U MOAJIEPIKKA BUPTYATH3AIMH TPOQHIIS TIOTH30BATEIS

17 | IIpoexTupoBaHue U peanuzaiys GpaiaoBbIX cIyxk0

18 | Peaymzanms Client Endpoint Protection Hactpoiika Touku Endpoint Protection

19 | Hacrpoiika Data Protection ajisi JaHHBIX KIIMEHTCKOTO KOMIIBIOTEpA

20 | MOHUTOPHUHT MPOU3BOIUTEIHHOCTH U pabOTOCIIOCOOHOCTH MHPPACTPYKTYphI KiineHTCKkux OC
Hacrpoiika

Tema 2.2. Peanuzanusi Cooeporcanue 34




cpeabl HACTOJBHBIX
NPUJI0KEHU .

Pa3pa0oTka cTpaTernu pa3BepTbIBaHHs NPHJI0KEHUH

Onpenenenue 6u3Hec-TpeOOBaHUM 111 pa3BepThIBaHU NpHIIokeHUH. O030p cTpaTerun
pa3BepThIBaHUS NPUIOKEHUH. BBIOOp MOaX0AsIIel CTpaTeruu pa3BepThIBAHUS PUIOKECHUN
1t opuca.

JuarnocTuka u odecneyeHre COBMECTUMOCTH NMPHUJIOKEHHI

Jnarnoctuka npo0jaeM COBMECTUMOCTH npuiioskeHuil. OlieHKa U peain3aliys peleHui mo
BOCCTaHOBJICHHIO. Perenue npoGieMsl cOBMeCTHMOCTH ¢ omotisio Application Compatibility
Toolkit. YcranoBka u Hactpoiika ACT. AHaIN3 MOTEHIIUAIBHBIX MPOOJIEM COBMECTUMOCTH.
Pemenue npoGiieM COBMECTUMOCTH PUIIOKEHUH. ABTOMAaTH3AIMs pa3BEPThIBAHUS
POrPaMMHBIX CPEIICTB oOecredeH st COBMeCTUMOCTH (Shims)

Pa3BepTbiBaHHMe NPHUJIOKEHNH C IOMOIIbIO TPYNNOBBIX NOJUTUK U1 Windows Intune
PasBepTriBaHME NIPWIOKEHUH C IOMOLIBIO IPYIIIOBBIX MOJUTUK. Pa3BepThIBaHUE NPUIIOKEHUN
¢ nomouibio Windows Intune. Pa3BepTbiBaHME IPUIIOKEHUH C TOMOIIBIO TPYNIIOBBIX OJIUTHK.
3amyck cumyisnun Windows Intune.

Pa3zBepThiBanue npuiioxenuii ¢ nomoupio System Center Configuration Manager
Konnenmuu pa3zsepTeiBanus npuiioxenuit ¢ momoibsto Configuration Manager 2012.
Pa3BeprriBanune npunoxenuii ¢ nomoribio Configuration Manager 2012. Co3nanue 3anpocoB
Configuration Manager 2012. Co3anue KoJUIeKIHii onb3oBarenei u ycrpoiicts Configuration
Manager 2012.

Pa3zBepThiBaHMA caM000cC/IyKHBaeMbIX NPUJIOKEHU I

Konnenium pa3epThiBaHus caMOOOCITy>)KUBAaEMbIX MpuiioxkeHuid. Hactpoiika
camoo0cy)kuBaeMbIx npuioxkenuit ¢ Windows Intune. PazBepTeiBaHus caM000CTyKUBAEMBIX
npunoxenuit ¢ Configuration Manager 2012. Pa3zepTbiBaHMs caMO0OCITYKMBAEMBIX
npunoxenunii ¢ Service Manager 2012. I[Toaroroska System Center Configuration Manager
2012 nys monmepxku Service Manager 2012 Self-Service Portal. Hactpoiika ServiceManager
2012 Self-ServicePortal. ITpoBepka BO3MOXHOCTH MPEAOCTABICHUS TPUIOKECHHIA
nosp3oBaressiM ¢ nomoisio Self-Service Portal.

IIpoexTHpOBaHue U pean3alusa HHPPACTPYKTYPbI BUPTYAJIU3ALUH NIPEACTABICHUH
Onenka TpeGOBaHUI BUpTyanu3aluuu npejacrasienuil. [Imanupoanue nHppacTpyKTyphl
BUpTYalIU3aluu NpejcTaBieHuil. PazBepThiBaHne MHPPACTPYKTYPHI BUPTyAIU3aIHH
npeacraBieHuid. PazsepTeiBanne MHQPACTPYKTYphl BEICOKOM TOTOBHOCTH JJISl BUPTYaIH3alUuU
MPEJICTABICHUI




IToaroroBka, HACTPOHKA M Pa3BepPTLIBAHNE NPEICTABICHUH BUPTYaAJIU3aALHU
NMPUJI0KEHU

Omnpenenenue cTpaTeruy MpeacTaBICHUN BUPTyaau3aluu NpuioxxeHuil. PassepToiBanue
ynajieHHoro pabouero croia, RemoteApp, u RD Web Access. Pa3BepTriBaHre NpUII0KSHUH HA
RD Session Host. Hactpoiika u pa3BepTeiBanue npuioxenuit RemoteApp. Ilpoepka
BO3MOXXHOCTH MCIOJIb30BaHMs NpuiioxkeHui ¢ nomonipio RD Web Access.

IIpoexTHpoBaHMe M pa3BepThIBaAHUE CPeAbl BUPTYAJIM3ALMHU NPHJI0KEHHI

0O0630p MoJenei BUpTyaIu3aluu NpusioxkeHuil. Pa3BepTriBaHHE KOMIIOHEHTOB
MHPPACTPYKTYPHI BUPTYyaIH3aUU IpuiiokeHuil. HacTpolika KIMEeHTCKOM MoAIepKKU
BUPTYaJIM3alUM NpriiokeHuil. [InanupoBanue pazseptoiBaHus App-V poseil ¥ KOMIOHEHTOB.
PasBeprriBanne nnppacTpykTypsl App-V. Hactpoiika kimenta App-V

IMoaroroBka Kk BUPTYAJIU3alHH M Pa3BepThIBaHHE BUPTYAJbHBIX NPHJIOKEHUI
[ToaroroBka mpuIiIOKeHUH /711 BEITOTHEHUS B cpeae App-V. Pa3sepTriBanne npuioxeHuit
App-V. Ycranoska u Hactpoiika App-V Sequencer. [lonroroBka npuioxxeHun K
BUpTyanu3aiuu. PazsepreiBanue App-V npusnoxenuil ¢ nomoipto Configuration Manager.
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IInanupoBanue u peaausanus 0e30NaCHOCTH H O0HOBJICHUS NPHIIOKEHU I
[InanupoBaHue 0OHOBIIEHUS NTPUIIOKEHUH. Pa3BepThiBanue 06HOBIEeHUH ¢ nomomsio WSUS.
PasBeptriBanme oOHOBIEHMI ¢ momotisio Configuration Manager 2012. Peanuzanus
6e3omacHoCTH puiiokeHnit. OOGHOBJIEHNE pa3BEePHYTHIX MpuiioxkeHUd. OOHOBICHHE
npuioxkeHnit App-V. PassepreiBanue noautuk AppLocker ans ynpaBieHus 3aycKoM
IIPUIIOKEHUHN.

11

IInanupoBaHue U peaju3anusi 0OHOBJICHUS U 3aMeHbI PUJIOKEHU I

[InanupoBaHue u peanusanus OOHOBIEHUS NPUIOKEHUHN U 3aMeIeHUs TPHIIOKEHUH.
[1nanupoBaHue U peann3alys COCYyIIECTBOBAHUS MPHIOKeHUH. OOHOBIIEHHE pa3BEPHYTHIX
IIPWIOKEHNH. 3aMeHa pa3BEPHYTHIX NpuIokeHni. HacTpoiika cocyliecTBOBaHUS PA3IMUHBIX
BEPCUI NTPUIIOKEHUS
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MoHUTOPHHTI Pa3BepPTLIBAHNSA, HCII01b30BAHUSA U IPOU3BOAUTEILHOCTH NPUJIOKEHUI
[1nanupoBanue u peanuzanus HHGPACTPYKTYpPbl MOHUTOPUHTA NPUIOKEHUH. MeTpukw,
VHBEHTapU3alus U aHAIU3 PECYPCOEMKOCTH IIPWIOKEHUN. MOHUTOPUHT UCIIOIb30BAHUS
pecypcoB npunoxeHuid. [lmannpoBanue HHBEHTApU3AUH MPHIOKEHUN. Opranu3amnus
WHBEHTApHU3alMK IPOrpaMMHOTo o0ecriedyeHus. MeTpUKH HCTIOIb30BAHUS TPUIIOKEHUI.
MonuTOpHHT HCcTIOIb30BaHKue pecypcoB cepBepoB RD Session Host npunoxenusmu. CHIbKeHNe
IMAKOBOW HArPY3KH HA PECYPCHI PUIIOKECHUSAMU




Paznen 3.0pranusanus
aIMUHUCTPUPOBAHMS
KOMIILIOTEPHBIX CHCTEM

MJK.02.03. Opranusanusi

AAMUHUCTPUPOBAHUA KOMIBIOTCPHBLIX CUCTEM

204

Tema 3.1
IIpoexTUpoBanue u
peasiu3anus cepBepHOil

HHQPACTPYKTYPHI

Cooepircanue

1 IInanupoBaHue anrpeiiia 1 MUrpaluy cepeepa
Pexomennanuu no anrpeiiay u murpauuu. CozgaHue IUlaHa anrpeijia 1 MUIpaluu cepBepa.
[1nanupoBaHue BUPTyaau3aluu

2 IInanupoBaHue U BHepeHHe HH(PPACTPYKTYPHI VISl pa3BepPThIBAHNS CEPBEPOB
Beibop mnoaxoasmieil crparermu cozganus o0pa3oB cepBepa. BHeapeHuwe cTpaTeruu
aBTOMaTHYECKOI'0 Pa3BepPThIBAHUS

3 IInanupoBanue M pa3BepTbIBAaHHE CEPBEPOB € HCHOJIb30BAaHHEM JHcIeTYepa
BUPTYaIbHbIX MamuH (VMM)
00630p nucrnerdepa BUPTyadpbHBIX MamuH B System Center 2012 R2. Peanu3zarus OuOiImoTek u
npoduiieil fucneryepa BUPTyanbHbIX MamuH. [InanupoBanue u pazpepTbiBaHue ciry:k6 VMM.

4 IIpoexTpoBanue W BHeApeHHe HHPPACTPYKTYphbI JecoB M J0MeHOB Active Directory
Domain Services
[IpoextupoBanue neca AD DS. [IpoektupoBanue u peanusaiusi J10BEPUTEIHHBIX OTHOIICHHM
mexnay secamu. IIpoextupoBanme wunrterpauu ADDS ¢ WindowsAzureActiveDirectory.
[IpoektupoBanue u coznanue qomeHoB AD DS. IlpoextupoBanue npocrpancts umeH DNS B
cpene AD DS. IlpoexktupoBanue noBeputenbHbix otHomeHuit AD DS.

5 IIpoexTupoBanue u peanusanuss HHGpacTpykTypsl noapasaenenni (OU) u paspemenuni
AD DS
[InanupoBaHue JenerupoBaHus AJAMHHHMCTPATHBHBIX 3adad. I[IpoekTHpoBaHUE CTPYKTYpPHI
noapazaenennit OU. IIpoekTrupoBanue u BHepeHue crtpareruu rpynn AD DS

6 IIpoexTHpoBaHMe ¥ BHeAPeHHE CTPATEruM IPYNIOBBIX MOJIUTHK
C6op Tpebyemoil nHpOpMaIuy A TPOEKTUPOBAHUS TPYNIIOBBIX MOJUTHK. [IpoekTupoBanue u
BHEJPEHUE TIPYNNOBBIX MNOIUTHK. I[lpoexkTupoBanue oOpaOOTKHM TIPYNHOBBIX MOJIUTHK.
[InannpoBaHue ynpaBieHUs IPYNIOBBIMH TOJIUTHKAMHU

7 IIpoexTupoBanue u peanuszanus pusndeckoit rononoruu AD DS

[IpoektupoBanne u peanuzauusa caiitoB Active Directory. IlpoexTupoBaHue peruiMKanuu
Active Directory. IIpoexkTupoBaHHe pa3MeIIeHUs KOHTPOJUIEPOB JIOMEHa. Bupryamuzamus
KOHTPOJUIEpPOB AoMeHa. [IpoekTupoBaHue BBICOKOH IOCTYIIHOCTH KOHTPOJUIEPOB JOMEHA

102




8 IlnanupoBaHue U peaju3anus XPAHWINII TAHHBIX
[InanupoBanue u BHeapenue 1SCSI SAN. IlnanupoBanume W BHeapeHue Storage Spaces.
OnTtumusaius (aiioBbIX CIyX0 11 QUITHAIOB.
9 IliianupoBaHue M peajM3anus 3alIUTHI ceTel
O0630p mpoekTupoBanus OezonacHocTu ceteld. [IpoekTrpoBanne M BHEIPEHUE HCIIOIB30BAHHUS
Windows Firewall. IIpoekTupoBanne u BHeapenue nudpactpykrypsl NAP
10 | IlpoekTHpOBaHHWE U peaTH3AIUS 3AIMTHI CJIYK0 T0CTYNa K CeTH
[TnanupoBanue u BHenpenue DirectAccess. [InanupoBanue u Bueapenne VPN. [lnanupoBanue
u BHenpenue Web Application Proxy. ITnanupoBanue cioxHOW HHOPACTPYKTYPHI YAAIEHHOTO
JI0CTyTIa
Tema 3.2. Peaam3anus Cooeporcariue 102
NPOABHHYTOM cepBepHoil | 1 O0630p ynpasienus Llentpom O0pa6oTku JJaHHBIX NpeaAnpUsITHS
HHPPACTPYKTYPHI 0630p IOl npeanpusitus. O630p komnoneHT SystemCenter 2012 R2
2 IInanupoBaHue U peaju3anus cTpaTernd BUPTYAJIU3alMH CeEPBEPOB
[InanupoBaHue pa3BepThIBaHUS AUCIIETYEpa BUPTYyaidbHBIX MamuH (VMM). IlnanupoBanue u
peanu3alysi CepBepHON BUPTYaIH3aIHH.
3 IInanupoBaHue U peaau3anus ceTeBoil MHPPACTPYKTYPHI U CUCTEM XPAHEHUSI JAHHBIX
A8 BUPTYaJIH3aluu
[MnanupoBaHue cucTeM XpaHeHHs 71 BUpTyalu3anuu. Peanusanus cucteM XpaHeHUs s
BupTyanu3anun. [ImanupoBanne u peanu3aus ceTeBord HHPPACTPYKTYPHI IS BUPTYaTH3AIIH.
[TnaHupoBaHue U pean3alusi BUPTyalIu3aluy CeTH
4 InanupoBaHue u pa3BepThiBaHUE BUPTYAJbHBIX MALINH
[InanupoBaHue mapamMeTpoB BHUPTyaldbHBIX MamuH. [loAroToBKa K  pa3BEepTHIBAHUIO
BUPTYQJbHBIX MAallMH C WCIOJNB30BAaHUEM JHCIIETYepa BUPTYyalnbHBIX MamuH (VMM).
PasBepThiBaHme BUpTyanbHbIX MamuH. [InanupoBanue u peanuzanus permuku Hyper-V
5 InanupoBanue u peaju3anus pemieHUs M0 AAMUHUCTPHPOBAHUIO BUPTYAIU3aLMH
IInanupoBanue U peanusanus aBToMaTH3aluK ¢ ucnoas3oBanueM System Center 2012 R2.
[Tnanuposanue u peanusaus MicrosoftSystemCenterAdministration. ITnanupoBanue u
peamu3zanus Self-Service ¢ ucronszoBanuem System Center 2012 R2. [TnanupoBanue u
peanm3aliyisi yCTaHOBKH OOHOBJICHUI B MHQPACTPYKTYPE CEPBEPHON BHPTYyaTH3AINAN




IlnaHupoBaHue U peaju3alus CTPATErnud MOHUTOPUHIA CEPBEPOB

[TnanupoBanue MOHHUTOPHHTA B Windows Server 2012 R2. 0630p
SystemCenterOperationsManager. IlnanupoBaHre ¥ HACTPOWKAa KOMIIOHCHT MOHHMTOPHHTA.
Hactpoiika B3aumoseiictBus ¢ VMM

7 IInanupoBaHue U peaju3anusi pelleHUI BbICOKON JOCTYNHOCTH I (ailjIoBBIX CIyXK0 U
NMPUJIOKEHU I
[InanupoBanue u peanusauus Storage Spaces. I[lmanupoBanume u peanuzauuss DFS.
[InanupoBanue u peanuzanus NLB

8 Ils1anupoBaHMe M peajn3anus pellieHUuil BLICOKOM JOCTYITHOCTH HA OCHOBE KJIACTEPOB
[InanupoBanue UHPPACTPYKTYPBI OTKa30yCTOMYMBBIX KJIACTEPOB. Bnenpenue
0TKa30ycTOMUYMBOro kiactepa. [lnanupoBanue u peanusanus CUCTEMbl YCTAHOBKM OOHOBJIEHUI
JUIL  OTKa30ycToluuMBOro kiactepa. IHTerpamust OTKa30yCTOMYMBBIX  KJIacTepoB U
BUpTyanu3auu. [InanupoBanue pacnpeeéHHbIX 0TKa30yCTOMUUBBIX KJIaCTEPOB

9 InanupoBanme M peajm3anusi cTpareruu decnepedoiinoii padorbl (Business Continuity
Strategy)
O0630p crpareruu OecriepeboiiHoi  paboTel. [lmanupoBaHWe W peaim3anus CTpPATETUN
pe3epBHOro konupoBaHus. IlnanupoBaHue M peanusanust BoccraHoBieHUs. [lnanupoBanue u
peayin3anysi pe3epBHOr0 KONUPOBAHUS U BOCCTAHOBJIEHUSI BUPTYaJIbHBIX MalllUH

10 | IInanmpoBanue U peanu3anus HHPPACTPYKTYPHI OTKPBITHIX KJIIOYei
[InanupoBaHue U pa3BepThIBaHHE YAOCTOBEPSAIOMIMX LEHTpoB. IlnaHupoBaHue W peanuzanus
11abnoHoB cepTudukaroB. [lnmaHupoBaHue U peanu3anys BbIaYM U OT3bIBa CEPTH(PUKATOB.
[1nanupoBaHue U peann3anys apXrUBallMK U BOCCTAHOBJICHUSI KJIIOUEH

11 | InannpoBanue u pa3sepToiBanue AD FS
[InanupoBanue u peanuszanus uadpactpykrypsl AD FS. [InanupoBanue u peanuzauus AD FS
Claim Providers u Relying Parties. [TnanupoBanue u peanuzanust AD FS Claims u Claim Rules.
ITnanupoBanue u peanusanus Web Application Proxy

12 | IInanupoBaHue W peajn3amnus J0CTyNa K JAHHBIM /ISl MOJIb30BaTe el H YCTPOHCTB

[nanupoBanue u peanuzamuss DAC. IlmanupoBanue MNOAKIIOYEHHUS K pabodeMy MeECTy
(Workplace Join). [TnanupoBanue pabounx nanok (Work Folders)




13 | InanupoBaHue M peajU3anus CJIYyKObI ypaBjeHUs IPpaBaMu

0O630p AD RMS. IlnanupoBanme u peanusanus kiacrepa AD RMS. [lnanupoBanue wu
BHeApeHue mabinoHoB AD RMS u nomutuk AD RMS. IInanupoBanue U peanu3anusi BHEIITHETO
noctynna k AD RMS. IlnanupoBanue u peanmszanus BzaumojeictBus AD RMS u Dynamic
Access Control.

B mom yucne npakmuyeckux 3auamuil u 1a60pamopHslx padom

1. OcymecTBiieHue KOH(UTYpUPOBAHMSI IPOIPAMMHOI0 0OeCIIeYeHuUs Ha cepBepax U pabouux
CTaHLUAX.

YcraHOBKa MpaB JIOCTYNa U KOHTPOJIb UCIIOJIb30BaHUS CETEBBIX PECYPCOB
AJMUHUCTPUPOBAHUE CEPBEPOB

Pacuét croumocTu cereBoro 060pya0BaHMsl U IPOrpaMMHOro o0ecreyeHHs

Perucrpanus nonb3oBareneil JIOKAIbHON CETH

Ocy1ecTBIeHHE aHTUBUPYCHOM 3alLIUTBI

Qs wN

102

Y4yeOHasi npaKkTHKA

IIpumepHbIH NepeyeHb padoT:

AJMUHUCTpPUPOBAHUE CEPBEPOB U PabOUMX CTAHLIUU.

Opranu3anus 10CTyna K JOKaJbHbIM ceTsM U VIHTepHeTy.

YcTaHOBKa U CONPOBOKIEHUE CETEBBIX CEPBHCOB.

Pacuér croumocTu ceTeBoro 060pyA0BaHus ¥ IPOrpaMMHOTO 00eceueHHs..

COop AaHHBIX JUIS aHAJIKM3a UCIOIb30BaHUS POTPAMMHO-TEXHUYECKUX CPE/ICTB KOMITBIOTEPHBIX CETEH.
ObecneueHne ceTeBoi 0€30MacHOCTH

Qs wNE

108




IIpou3BoacTBeHHAsI MPAKTHKA pa3jiena
IIpumepHbI NepeyeHb padoT:
1. VYcranoBka Ha cepBepbl M pabOYHe CTAHIIUU: OMEPAIIMOHHBIC CHCTEMBI U HEOOXOAMMOE JIJIsi pa0OTHI POTPaMMHOE
o0ecrnieueHue.

2. Tlognepxka B pabOTOCIIOCOOHOM COCTOSIHUU IIPOrPaMMHOE 00ECIIEYEHUE CEPBEPOB U PAOOUNX CTAHIHUH.
3. Perucrpanus nosap3oBaresel JOKaJIbHONW CETH U IOYTOBOI'O CEpPBEPA, HA3HAYAET UJICHTU(PUKATOPHI U MAPOIIH.
4. OGecrieyeHrne CBOEBPEMEHHOTO KOMMPOBAHNUS, ApXUBUPOBAHUS U PE3CPBUPOBAHUS JAHHBIX. 144
5. Ilpunsatue Mep 1o BOCCTaHOBIIEHUIO paOOTOCIIOCOOHOCTH JIOKAJIbHOM CETH IpU COOSIX MJIM BBIXOZE U3 CTPOSI CETEBOTO
obopynoBanus. BelsiBieHne ommOOoK Mojib30BaTee U MPOrpaMMHOTO 00ECTIEYeHHS U IPUHITHE MEp 110 MX HCIIPABIICHUIO.
6. IIpoBeaeHne MOHUTOPUHIA CETH, pa3padaThIBaTh NPEATIOKEHUS IO PA3BUTUIO HHPPACTPYKTYPHI CETH.
7. ObecrieueHue ceTeBoi OE30MAaCHOCTH (3aIUTY OT HECAHKIIMOHUPOBAHHOTO AOCTYNA K HH(OPMAINH, IPOCMOTPA HITH
M3MEHEHMsI CUCTEMHBIX (DaiiIoB U JaHHBIX ), 0€3011aCHOCTh MEKCETEBOTO B3aUMOJICHCTBUS.
8. OcymiecTBiIeHNE aHTUBUPYCHOM 3aIIUTHI JIOKATBHOM BEIYMCIUTEILHONW CETH, CEPBEPOB U PAOOYNX CTAHIIUH.
JIOKyMEHTUpOBaHUE BCEX NNPOU3BEACHHBIX JEHCTBUM.
IIpomexyTouyHas aTTeCTALMA 18
Bcero 866




3. CAMOCTOSATEJIBHASA PABOTA OBYUYAIOIIIUXCSA

CamocrositesbHas padora crygeHTtoB (CPC) — sto mianupyemas ydyeOHas pabora,
BBITIOJIHSIEMAs 10 3aJaHUI0 MIPEMNO/IaBaTesis Mo €r0 METOIMYECKUM 1 HayYHBIM PYKOBOJCTBOM.

CPC 1o maHHOU NUCHUIIIMHE BKIIIOYACT:

® TMOATOTOBKY K AayAWTOPHBIM 3aHATUAM (TIpopabOTKa NPONACHHOTO Yy4eOHOTO
MaTepuaia IO KOHCIIEKTaM, pPEKOMEHJOBAaHHOM IMpernojaBaTesieM y4yeOHOW U HaydyHOU
auTepaType; H3ydeHHe ydeOHOro MaTrepuayia, NEePeHECEHHOTrO C ayAUTOPHBIX 3aHATHUH Ha
CaMOCTOSITEIIbHYIO MPOPabOTKY);

® TIOJrOTOBKAa K MPAKTUYECKUM 3aHATUSIM (pellleHHe AOMAIHUX 3afaHuil (3aaad,
YIpaXHEHUH U T.11.));

® BBINIOJIHEHUE HWHAUBUAYAIbHBIX CAMOCTOATEIbHBIX pPabOT M 3ajJaHuil (pacueTHo-
rpadudeckas pabora, KOHTPOJbHAs padoTa).

Pacnipenenenne Oromkera BpeMEeHM Ha  BbIMOJNHEHHE UHAMBUAYyalnbHbIX CPC
IpeJICTaBIeHO B Tabiuie 3.

Tabnuma 3 — YueOHo-meroanueckas (Texnonoruyeckas) kapra CPC

Homep Kon 1 HaumeHoBaHNe HHIUBUYATBHOTO O6bvem | Cpoku | Pexko- dopMma
pazzena u npoekTa — 3ananus uinu suga CPC yacoB | BbIO- | MeHAy | koHTpoisst CPC
TEMBI Ha HUS €Mble
JYCILIUILIN CPC YMM
HBI
1 2 3 4 5 6
Paznen 1. | 1. Pabora ¢ koHcmekramu, ydeOHOH u 30 K
CHenuaibHOW JmTepaTypod (o maparpadam, KaKIIoMy
rmaBaM  y4eOHBIX  mocoOmii,  yKa3aHHBIM CJL JIeK 1
IpernojaBaTeneM). ad.
2. IloproroBka K 1a0OpAaTOPHBIM 3aHATHUSAM C SAHATHIO
UCIIONB30BAaHUEM METOJUYECKHX PEKOMEHIalui 32

npenojasatens, odopmiieHne  J1a00OpPaTOPHBIX
paboT ¥ MOATOTOBKA UX K 3aIUTE

Paznen 2. | 1. PabGora ¢ xoHchekramu, YyueOHOII u 16 K
creuuanbHOW JmTepatypod (o maparpadam, KaKoMy
raBaM  y4eOHBIX  mocoOmii,  yKa3aHHBIM CHéHeK u
TIPEToaBaTesIEM). J1ap.
3aHATHUIO
2. TlogroroBka K 11a0OpaTOPHBIM 3aHITHSIM C
UCTIONIb30BAHMEM METOIUYECKUX PEKOMEHAAINH 18

npenopasatens, odopmiieHHe J1abopaTOpPHBIX
paloT M MOATOTOBKA MX K 3aIUTE

Paznen 3. | 1. PabGora ¢ koHcmekramu, ydeOHOH u 24 K
CHenuanbHOM JuTeparypoit (mo maparpadawm, KaXJIOMy
rjaBaM  y4eOHBIX  T0COOMil,  yKa3aHHBIM C”-Gne" 1
HpenoaaBaTenemM). J1a0.
3aHATUIO
2. TlomroroBka K abGOpPaTOPHBIM 3aHATHSIM C
HCIIONTb30BAHUEM METOJMIECKIX PEKOMEH It 25

npenofasatens, odopmiieHHe  JTa0OpPaTOPHBIX
paboT M MOATOTOBKA X K 3aIIUTE

OO0mue 3aTpaTsl BpeMeHH CTyeHTOM o BceM Bugam CPC

CPC: moaroroBka K JIEKIITHOHHBIM 3aHATHSIM 70

CPC: noAroToBka K MpakTUYECKUM 3aHITUIM 75

CPC: BrmosiHeHHE HHANBHAYaTbHEIX , PIT 1 K pabot

Hroro: 145




4. YHEBHO-METOUYECKOE 1 THO®POPMAIIMOHHOE OBECIIEYEHUE

Tabmuma 4

- yLIe6HO'MCT0I[I/ILIeCKOC obOecreyeHne JAUCHUITIIMHBI

TACIHATITAHBI

«Opranuzanus
aIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEI» yueOHO-METOIUYECKUMHU MaTepralaMu

Kon n Y4eOHO-METOAMUECKUN MaTepra KomnnuectBo
HalMEHOBAaHUE JK3EMIUIIPOB
CHELUAIBHOCTH | No HaumenoBanue BCET0 Hal

No obOyda
IOILIETO
csl
OcHoBHasi JInTeparypa
09.02.06 1 | T'um6Gumkast, JI. A. AAMHHHCTPHPOBAHHKE B
«CeteBoe u “H(OPMAIMOHHBIX CUCTEMAX :
CHCTEMHOE yuebHoe nocodue (kKypc aexkuuil) : Hanpasnenue
aJIMUHICTPHPOBa noarotoBku 230400.62 — MHpopManmOHHBIE CHCTEMBI
— texHonoruu. [Ipoduns noarorosku «MHpopManroHHbIe

CUCTEMBI U TeXHOJIOTUNY. bakanmaspuar / 3. M. Anp0ekoBa,
JI. A. I'mmbunikast .— CraBponons : m3n-Bo CKOY, 2014
— 66 c. http://api.rucont.ru/api/efd/reader?file=304115

HEJIOBAS UT'PA «BBIBOP [TIPOTPAMMHOI'O U 5
ATIITAPATHOI'O OBECITEYEHM I KOMITBIOTEPHOU
CUCTEMBI» http://api.rucont.ru/api/efd/reader?file=13972

Kommnetorepusie cetn : Yueonuk / B.I'. Kapramesckui,
b.A. Jluxtiuapep, H.B. Kupeesa, M.A. Bypanosa .—
Camapa : U3n-so III'YTH, 2016 .— 267 c. : un. — ABT.
yKa3aHbl Ha 000pOTE THT. JI.
http://api.rucont.ru/api/efd/reader?file=565102

JlonoJIHUTEIbHAS JINTEpaTypa

o

Kommnerorepusie cetu. [IpuHIHIbL, TEXHOIOTHH,
MIPOTOKOJIBI : y4eOHOe TOCcoOHe /I CTYJEHTOB BBICIINX
y4eOHBIX 3aBelICHUH, 00yUJalouXCcs 0 HAIPaBICHUIO
"UHdopMaTHKa 1 BRIYUCIUTETbHAS TEXHUKA" U 110
CIIeIUAJIbHOCTAM ""BhIYncinuTeIbHBIC MAIIUHEL,
KOMIUIEKCHI, CHCTEMBI U ceTn", "' ABTOMaTH3UpOBaHHbBIE
MAaIlUHbI, KOMIUIEKCHI, cUcTeMbI U ceTH", "IIporpamMmmuoe
o0ecrniedyeHne BBIYUCIUTENFHON TEXHUKN U
aBToMaru3upoBanHbix cucteM" / B. I'. Onudep, H. A.
Omudoep. - 4-e uzg. - Cankr-IlerepOypr ; Mocksa ;
Huxnnit Hosropoga : ITMTEP, 2015. - 943 c.

bapanunkoB A.U., bapanunkos I1.A., 'pomos A.1O.
Opranuzamus cereBoro agmMuaucTprpoBanns 2016 OUL]

«Axanemus» http://znanium.com/catalog/product/544697

5. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

B Ttabmuue 5 mnpeacraBieHbl OOIEYHUBEPCUTETCKUE PECYpChl U PECYPCHl KOJUIEIXKaA,
KOTOPBIE JOJKHBI OBITh HCIIOIH30BAHBI JJIsl TOJTHOIIEHHOTO U3yUeHUS JUCIUILTHHEL.




Tabmuma 5 —  CaeaeHus OCHAIICHHOCTH  00pa3oBaTeNbHOTO  Ipolecca
CIIEIMATU3UPOBAHHBIM U JIAOOPATOPHBIM 00OPYI0BAaHHEM
Vcrionb3yemble CrielMaln3upoBaHHbIC ayAMTOPUH U 1a00PaTOPUU
Ne HaumeHoBanue O6opynoBanue
1 JlexumonHas ayuTopust WuTepakTuBHASA AOCKa, HOYTOYK (KOMITBIOTED),

MIPOEKTOP

KJ1acc)

VY4eOHblif KaOMHET (KOMITBIOTEPHBIT

Pabouee mecto npenonasatens, [1K, cereBoe
o0opynoBaHue (aKTHBHOE, TACCHBHOE)

6. KOHTPOJIb 1 OIIEHKA PE3YJbTATOB OCBOEHHS YYEEHON

TACIHATLITAHBI

Tabnuna 6. ®opmbl 1 METO/IBI KOHTPOJIS PE3YIBTATOB 00YUEHHUS.

Kon n HammeHnoBanue

po(eCCUOHANIBHBIX H

00X KOMIICTCHIIHH,
dbopMupyeMBbIX B
pamMKax MOIYJIs

Kpurepuu onenku

MeTtonasl oieHkHn

TIK 2.1.
AJIMAHHUCTPUPOBATh
JIOKAJbHBIE
BBIYHCIIUTEIbHBIE CETH
Y IPUHUMATH MEPHI 110
YCTpaHEHUIO
BO3MOXKHBIX COOEB.

O1eHKa «OTJIHYHO)) -
TEXHUYCCKOC 3aJaHNC

Dk3amen/3a4et B popme
co0ece10BaHUs: IPAKTUYECKOE

MIPOAHAIU3UPOBAHO, 3aJJaHUE 10 TOCTPOCHUIO
QITOPUTM pa3padboTaH, QIrOpUTMa B COOTBETCTBHH C
COOTBETCTBYET TEXHUYECKUM 3aJaHUuEM

TEXHHUYECKOMY 33JIJaHUI0 U
0(OpMIIEH B COOTBETCTBUU CO
CTaHdapTaMu, IMOACHCHBI €TI0
OCHOBHBIE CTPYKTYPBI.
OlieHKa «XOPOIIO0Y -
ITOPUTM pa3paboTaH,

0 OpMIIEH B COOTBETCTBUU CO
CTaHJapTaMH U
COOTBETCTBYET 33JIaHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHI.

Ouenka
«yIOBJIETBOPHUTETbHO -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

3ammura OTYETOB 110
MPAKTUYECKUM U
nmabopaTopHBIM paboTam

1IK 2.2.
AJIMAHHUCTPUPOBATh
CETEBBIE PECYPCHI B
MH(OPMALIMOHHBIX
CHUCTEMaX.

OI_ICHI(a «OTJIHYHO) -
TEXHHUYCCKOC 3aJaHNC

DOk3ameH/3a4eT B popme
cobecenoBaHMs: TPAKTUIECKOE

MIPOAHATIU3UPOBAHO, 3a/laHH€ 10 TOCTPOEHUIO
ITOPUTM pa3padoTaH, QITOPUTMa B COOTBETCTBHH C
COOTBETCTBYET TEXHUYECKUM 3aJaHUuEM

TEXHUYECKOMY 3aJaHUI0 U
0(opMIIEH B COOTBETCTBUU CO
CTaH/JapTaMH, MOSICHEHBI €T
OCHOBHBIE CTPYKTYPBHI.
O1ieHKa «X0pPOoIIoY -
ITOPUTM pa3paboTaH,

0 OpMIIEH B COOTBETCTBUH CO
CTaHJapTaMH U

3amura OTYETOB 110
MPaKTUYCCKUM U
nabopaTopHBIM paboTam




COOTBETCTBYET 33aHUIO,
MOSICHEHBI €TI0 OCHOBHbBIC
CTPYKTYPBHI.

Ouenka
«yI0BJIETBOPHUTEIBHHO) -
ITOPUTM pa3padboTaH U
COOTBETCTBYET 3a/IaHUIO.

1IK 2. 3. ObecnieunBaTh
cOOp TaHHBIX IS
aHaImM3a
UCTIOJIb30BAHUS U
(GyHKIIMOHUPOBAHUS
POrpPaMMHO-
TEXHUYECKHUX CPEJICTB
KOMITBIOTEPHBIX CETeH.

OreHKa «OTJIUYHO) -
TEXHUUYECKOE 3aJaHHe
MPOAHATH3UPOBAHO,
aITOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUUYECKOMY 33JIJaHUI0 U

0 OopMIIEH B COOTBETCTBUU CO
CTaHJapTaMH, MOSICHEHBI €T0
OCHOBHBIC CTPYKTYPBI.
OLeHKa «XOpPOoIIO0» -
ITOPUTM pa3padoTaH,
0(OpMIIEH B COOTBETCTBUU CO
CTaH/JapTaMH U
COOTBETCTBYET 33JIJaHUIO,
MIOSICHEHBI €70 OCHOBHBIE
CTPYKTYpBHI.

Ouenka
«Y/10BJIETBOPUTEIHHO -
aJITOpPUTM pa3paboTaH u
COOTBETCTBYET 3aJJaHUIO.

Ok3ameH/3aueT B hopme
co0eceI0BaHuUs: IPAKTHIECKOE
3a/1aHKe 110 OCTPOCHUIO
aJITOPUTMA B COOTBETCTBHH C
TCXHUYCCKUM 3a1aHUCM

3amuTa OTYETOB IO
MPAKTUYCCKUM U
JabopaToOpHBIM paboTam

IIK 2. 4.
BzaumopeiicTBoBaTh CO
CIIEI[HAIMCTAMU
CMEKHOT0 oIS
pu pa3paboTke
METO/IOB, CPEACTB U
TEXHOJIOTHI
MIPUMEHEHHSI 00bEKTOB
npodeCcCuOHATBHON
JeSITEILHOCTH.

OlLieHKa «OTJIUYHOY -
TEXHHUYECKOE 3aJaHHe
POaHATN3UPOBAHO,
ITOPUTM pa3paboTaH,
COOTBETCTBYET
TEXHUUYECKOMY 33JIJaHUI0 U

0 OpMIIEH B COOTBETCTBUU CO
CTaH/JapTaMH, MOSICHEHBI €T0
OCHOBHBIE CTPYKTYPHI.
Ornenka «xopomuo» -
aJTOpUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBUU CO
CTaH/IapTaMH H
COOTBETCTBYET 33JIaHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYpHI.

Ouenka
«Y/10BJIETBOPUTEIBHO -
aJITOPUTM pa3paboTaH u
COOTBETCTBYET 3aJJaHUIO.

Dk3aMeH/3aueT B popme
cobeceJoBaHuUs: IPAKTUIECKOE
3aJ1aHue M0 TIOCTPOEHHIO
aJITOPUTMA B COOTBETCTBUU C
TEXHUYCCKUM 3a1aHUEM

3amyra oT4YETOB 10
NPaKTUIECKUM U
nabopaTopHbIM paboTam




OK 01. BeiOupats
CIIOCOOBI peuIeHus
3ama4
npodeccHoHaIbHON
NesITebHOCTH,
NPUMEHUTEIBHO K
Pa3IUYHBIM
KOHTEKCTaM.

— 00OCHOBaHHOCTb [TOCTAHOBKH
1IeJIH, BBIOOPA U IPUMEHEHUS
METOIOB ¥ CIIOCOOOB pEIICHUS
npodecCHOHABHBIX 33/1a4;

- aJIcKBaTHAs OLIEHKA M CaMOOIICHKA
3¢ (HEeKTHBHOCTH M Ka4eCcTBa
BBINOJIHEHUS TPO(eCCHOHAITBHBIX
3a1a4

OII 02.0OcymecTBiIsITh
TIOWCK, aHAN3 U
MHTEpPIIpETAIIIO
nHpOpManuy,
Heo0XO0IUMOM IS
BBITIOJTHEHHUS 3124

- UCMOJIb30BaHUE PA3JIMYHBIX
HCTOYHUKOB, BKJIIOYasl 3JIEKTPOHHBIE
pecypcbl, MeANapecypehl,
WHuTepHeT-pecypcebl, IEpUOIUUECKHE
W31aHMS TI0 CTIELUAIBHOCTH JJIs
peteHust mpoheCCHOHATBHBIX 3a/1a4

npodeCcCuOHAITBHON

JEeITEILHOCTH.

OK 03. [ImanupoBaTh U | - IEMOHCTPALUSI OTBETCTBEHHOCTH
pean30BbIBATh 3a MPUHATHIC PEIICHUS
COOCTBEHHOE - 000CHOBAaHHOCTh CaMOAaHAaJIN3a U

npoeCCHOHATBFHOE U
JIMYHOCTHOE Pa3BHUTHE.

KOPPEKIIHSI pe3yJIbTaTOB
coOCTBEHHOM pabOTHI;

OK 04. Paborats B
KOJIJIEKTUBE M KOMaH/IE,
3G HEKTUBHO
B3aMMOIEMCTBOBATH C
KOJIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aMMOJICHCTBHE C
o0y4aroluMucs, Mpeno1aBaTesIsIMu
U MacTepaMu B X0Jie 00y4eHus, ¢
PYKOBOJIUTENSIMU YI€OHOH U
MIPOU3BO/ICTBEHHOM MPaKTHK;

- 000CHOBaHHOCTh aHaJIn3a paboThI
YJIEHOB KOMaH/1bl (ITOTYNHEHHBIX )

OK 05. Ocy1iecTBasiTh
YCTHYIO ¥ TUCbMEHHYIO
KOMMYHHKAITUIO Ha

-TPaMOTHOCTb YCTHOU U
IIICBMEHHOM peun,
- ICHOCTb ()OPMYJIUPOBAHUS U

rOCyJJapCTBEHHOM U3JI0KEHUS MBICIIEH

SI3BIKE C YIETOM

ocoOeHHOCTEH

COITHAITEHOTO U

KYJIBTYpHOTO

KOHTEKCTA.

OK 06. IIposBnsrs - co0III0/IeHNe HOPM TTOBE/ICHUS BO
rpakTaHCKO- BpeMsl yUeOHBIX 3aHATHI U
NaTPUOTUYECKYIO MIPOXOXKJICHHSI yueOHOH U
MTO3UIIHIO, MPOU3BOICTBEHHOH MPAKTHK,
JI€MOHCTPHPOBATH

OCO3HAHHOC ITOBCJICHHUEC
Ha OCHOBC

00II1eYeI0BEYECKUX

LIECHHOCTEM.

OK 07. ConeiictBoBaTh | - 3¢)()eKTUBHOCTH BBITIOJTHCHHS
COXPAHEHUIO npasui Th Bo Bpemst yueOHBIX
OKpY>Kalolleu cpepl, 3aHATHI, IPHU TPOXOKIACHUN
pecypcocOepexeHuto, | yaeOHOU U MPOU3BOJCTBEHHON

a3 pexTUBHO

MIPAKTHUK;

HNutepnperanus
pe3yIbTaTOB
HaOJIroeHuil 3a
JIEATEIbHOCTHIO
oOy4aromierocs B
MIPOLIECCE OCBOCHUS
oOpasoBarenbHON
MIPOrPaMMBbI

DKCcnepTHOE
HaOII0/IeHNE U OlIEHKa
Ha j1ab0paTopHO -
MPAKTUYECKHUX 3aHATHUSAX,
IIPY BBIIIOJIHEHUH padoT
1o y4eOHOM U
MPOU3BOJACTBEHHOMN
MpPaKTUKaM

OK3aMeH
KBTI (UKAITMOHHBIN




JNIENCTBOBATE B
YpE3BBIYANHBIX
CUTyalUsIX.

- 3HaHUE U UCTIOIH30BAHUE
pecypcocOeperarmmux TeXHOIOTUN B
00JIACTH TEJICKOMMYHUKAITHH

OK 08. Mcnoap30BaTh
CpeacTBa (PU3NYCCKOM
KYyJIbTYpPBI JJI
COXPaHCHHUS U
YKPETUICHUS 37J0POBBS B
mporecce

- 3¢ (}EeKTHBHO UCTIOIB30BATh
cpencTBa GU3NIECKON KYIbTYPHI
JUTSL COXPAHCHHS U YKPETLICHHS
3II0OPOBBSI B TIpoOIIecce
npodeccnoHaABHOM eI TEIBHOCTH H
noJiiep kaHue HeoOXOAMMOTO

npodeccuOHaTBLHON ypOBHS (hru3HUECKOU

JEeATEIbHOCTH U IIOATOTOBJIIEHHOCTH. ;

noaAep KaHue

HE00XOAUMOT0 YPOBHS

¢buzngeckoi

IIOATOTOBJICHHOCTH.

OK 09. Ucnionb30Bath | - 3pGEKTUBHOCTH UCTIONL30BAHUS
I/IH(bOpMaI_[I/IOHHLIC I/IH(bOpMa]_[I/IOHHO-KOMMYHI/IKEIHI/IOHHI)IX
TeXHOJIOTHH B TEXHOJIOTHI B IPO(eCCHOHATBHOM
npodeccHoHATbHOI IEATENbHOCTH COTJIACHO ()OPMUPYEMBIM
ESITETBHOCTHL. YMEHUSAM U [I0Ty4aeEMOMY

MIPAaKTHYECKOMY OIIBITY;

OK 10. ITons3oBarbest
npodeccnoHanbHOM
JOKYMEHTalMen Ha
roCyAapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

- 30 peKTUBHOCTH UCTIONIL30BAHUS B
podeCCUOHATBHON IEATEILHOCTH
HEOOXOIMMON TEXHUYECKOM
JIOKYMEHTAIM1, B TOM YHCIIE Ha
aHTIINHCKOM SI3BIKE.

OK.11. IlnanupoBatb
IPEeINPUHIMATENbCKYIO
JeSITeTHHOCTD B
npodeccnoHanbHOM

cghepe

- 9 eKTUBHO MIIAaHUPOBATH
MpeaNPUHIMATETbCKYIO
JeSITeNIbHOCTh B MPO(ECCUOHAIBHOMN
cdepe npu NpoBeJieHUH paboT 1o
KOHCTPYUPOBAHUIO CETEBOMU

UHPACTPYKTYPbI
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